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Privacy and security on Android

This guide was created by the Aphasia Tech Hub.

Have more questions or would like a personal consult with a member of

our team?

Click here!
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About this guide

This guide is about accessibility features on an Android phone.

Android is an operating system.

Accessibility features make your phone easier to use.
To use this guide you must have a smart phone.

Your smart phone must use the Android operating system

This guide has a glossary.
The meaning of some words is in the glossary.

The glossary is at the end of this guide.
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Symbols
Common symbols in this guide:
O O Tap or look here
<::| Shows where on the picture the object
or item is
I@ Drag finger up screen
l Drag finger down screen
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Set up a PIN
o N 75%
@ 19°
@ Kalinga
9:05am. O
Swipe down
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2:31 BN =R 74%.
Settings Q

Connections
Wi-Fi * Bluetooth * Flight mode

Connected devices
Quick Share * Samsung DeX * Android Auto

Modes and Routines
Modes - Routines

Sounds and vibration
Sound mode -+ Ringtone

Notifications
Status bar + Do not disturb

Display

Brightness + Eye comfort shield + Navigation bar

g Wallpaper and style

Wallpapers - Colour palette

Themes
Themes + Wallpapers * Icons

Home screen
Layout * App icon badges

Lock screen
Screen lock type * Alwaygs

On Display

9 Security and privacy

Tap Lock screen
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< Lock screen Q
Screen lock type
None
‘A2
Lock screen Widgets
Always On Display Q) Tap screen lock type
Tap to show =
Roaming clock
About Lock screen
Looking for something else?
Face recognition
Fingerprints
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223 M

Password
High security

Pattern
Medium security

Swipe

No security

None
Current lock type

Biometrics

Face

Fingerprints

o N Il 41%8

< Screen lock type

PIN
Medium-high se

v

Tap PIN
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SET PIN

Remember this PIM. If you fongel it, you'll need
to reset your phone and all data will be erased

PN must contain at least 4 digits

Choose PIN

- Six(6) numbers are recommended

- Remember this PIN

CANCEL - If PIN is forgotten, phone will have to
be reset

() Confirm PIN without tapping OK

N
Oronjy M
Ch

{E D Done

Image from: https://www.isumsoft.com/android/how-to-change-lock-screen-

password-pin-pattern-on-samsung-phone.html
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Set up a Password
o N 75%E
@ 19°
9 Kalinga
9:05am. O
Swipe down
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: ° 22° in Kalinga z:23p.m.
Tap settings
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Settings

Connections
Wi-Fi « Bluetooth * Flight mode

Connected devices
Quick Share + Samsung DeX + Android Auto

Modes and Routines
Modes - Routines

Sounds and vibration
Sound mode - Ringtone

Notifications
Status bar + Do not disturb

Display

Brightness + Eye comfort shield - Navigation bar

9 Wallpaper and style

Wallpapers - Colour palette

Themes
Themes * Wallpapers * Icons

Home screen
Layout = App icon badges

(ﬁ Lock screen

Screen lock typesflways On Display

™ Security and privacy

2:31 BN =R T4% .

Q

Tap Lock screen
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<{ Lock screen

Screen lock type
None

12:45

Lock screen

Always On Display

Tap to show

Roaming clock

About Lock screen

BN =R 4%

Q
12145:36
Widgets
«©

Looking for something else?

Face recognition

Fingerprints

Tap screen lock type
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223 M

PIN

Pattern

Swipe

No security

None

Biometrics

Face

Fingerprints

Medium-high security
Password
High security

Medium security

Current lock type

'ﬂ' ‘*‘ \‘g ."?‘fﬁ' f}”a’ all 41%-

< Screen lock type

v

Tap password
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SET PASSWORD

Remamber this Password, If you forget
it, you'll need 1o reset your phane and all
data will be erased

Your passwornd must contain at least 4
characters, incleding at laast one letter

= Choose Password
CANCEL - Password must have four(4)
= characters, including one(1) letter
8 < 8 - - Remember this Password
112020485167 0ela9ln - If Password is forgotten, phone will

have to be reset
giwlefiritiyiuglgolp

ajsjditigihgilk]l
4 7z x'e'v.b nm @

g 123 el ] JEn

Image from: https://www.isumsoft.com/android/how-to-change-lock-screen-

password-pin-pattern-on-samsung-phone.html
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Set up a Pattern
BN 75%
@& 19°
Q Kalinga
9:05a.m. O
Swipe down
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Tap settings
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2:31 o A2 74%
Settings Q

Connections
Wi-Fi - Bluetooth - Flight mode

Connected devices
Quick Share + Samsung DeX - Android Auto

Modes and Routines
Modes + Routines

Sounds and vibration
Scund mode + Ringtone

Notifications
Status bar + Do not disturb

Tap Lock screen

Display

Brightness - Eye comfort shield - Navigation bar

9 Wallpaper and style

Wallpapers « Colour palette

Themes
Themes *+ Wallpapers * Icons

Home screen
Layout = App icon badges

a4 Lock screen
> een lock type s ays On Display

™ Security and privacy
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< Lock screen Q
creen lock type
None
AT
Lock screen Widgets
Always On Display ' @ Tap screen lock type
Tap to show -~
Roaming clock
About Lock screen
Looking for something else?
Face recognition
Fingerprints
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=238 BB N 41%8

< Screen lock type

PIN
Medium-high security

Password
High security

Pattern
Medium security

Swipe

No security

None
Current lock type

Biometrics

Face

v v

Fingerprints

Tap Pattern
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6:22 G e e oon ol m

Set pattern

Remember this pattern. If you forget it, you'll need
to reset your phone and all data will be erased.

Pattern saved. Choose Pattern

- Draw your unlock Pattern

- Remember this Pattern

- If Pattern is forgotten, phone will
have to be reset

® ® &
@ o
® @
Retry Continue
< O "

Image from: https://www.businessinsider.com/guides/tech/how-to-lock-samsung-

galaxy-s10
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Unlock phone with PIN
Press side button
Image from: https://www.binglee.com.au/products/samsung-galaxy-s21-
fe-128gb-graphite-sm-g990ezaaats
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YES OPTUS
Thu, September 21
Swipe up
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Enter PIN to open
Your PIN must contain at least 4 numbers.
Enter PIN
WXYZ
EMERGENCY CALL
Image from: https://gadgetguideonline.com/s7/galaxy-s7-online-
manual/galaxy-s7-lock-screen/
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Enter PIN to open
Your PIN must contain at least 4 numbers.
Tap OK
WXYZ
EMERGENCY CALL
Image from: https://gadgetguideonline.com/s7/galaxy-s7-online-
manual/galaxy-s7-lock-screen/
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Turn off PIN
o N Rl 75%
@ 19°
@ Kalinga
9:05a.m. G
Swipe down
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Settings

Connections
Wi-Fi + Bluetooth - Flight mode

Connected devices
Quick Share + Samsung DeX + Android Auto

Modes and Routines
Modes * Routines

Sounds and vibration
Sound mode * Ringtone

Notifications
Status bar « Do not disturb

Display

Brightness + Eye comfort shield + Navigation bar

9 Wallpaper and style

Wallpapers + Colour palette

Themes
Themes *+ Wallpapers * Icons

Home screen
Layout = App icon badges

(« Lock screen
een lock type_.Aeays On Display

™ Security and privacy

2131 BN =R 74% .

Q

Tap Lock screen
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< Lock screen Q
creen lock type
one
AT
12:45 124536
Lock screen Widgets
Tap screen lock type
Always On Display
Tap to show ﬁ - Enter PIN
Roaming clock -
About Lock screen
Looking for something else?
Face recognition
Fingerprints
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< Screen lock type

PIN

Medium-high security, Current lock type

Password
High security

Pattern
Medium security

Swipe

No security

<>

Biometrics

Face (\j

Registered

Tap None

Fingerprints Cf

Registered
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Turn off Password
o N Rl 75%
@ 19°
@ Kalinga
9:05a.m. G
Swipe down
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Settings

Connections
Wi-Fi « Bluetooth - Flight mode

Connected devices
Quick Share + Samsung DeX + Android Auto

Modes and Routines
Modes = Routines

Sounds and vibration
Sound mode * Ringtone

Notifications
Status bar + Do not disturb

Display

Brightness + Eye comfort shield + Navigation bar

9 Wallpaper and style

Wallpapers + Colour palette

Themes
Themes * Wallpapers * Icons

Home screen
Layout » App icon badges

£« Lock screen
een lock type_ - Aw8ys On Display

™ Security and privacy

2:31 BN =R 74% .

Q

Tap Lock screen
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< Lock screen Q
creen lock type
one
T
Lock screen Widgets
Tap screen lock type
Always On Displa &
Tap mihow B a Enter password
Roaming clock . @
About Lock screen
Looking for something else?
Face recognition
Fingerprints
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< Screen lock type

PIN
Medium-high security

Password
High security, Current lock type

Pattern
Medium security

Swipe

No security

Biometrics

Face ()

Registered

Tap None

Fingerprints 0

Registered
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Turn off Pattern
o N Rl 75%
@ 19°
@ Kalinga
9:05a.m. G
Swipe down
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Settings

Connections
Wi-Fi « Bluetooth - Flight mode

Connected devices
Quick Share + Samsung DeX + Android Auto

Modes and Routines
Modes = Routines

Sounds and vibration
Sound mode * Ringtone

Notifications
Status bar + Do not disturb

Display

Brightness + Eye comfort shield + Navigation bar

9 Wallpaper and style

Wallpapers + Colour palette

Themes
Themes * Wallpapers * Icons

Home screen
Layout » App icon badges

£« Lock screen
een lock type_ - Aw8ys On Display

™ Security and privacy

2:31 BN =R 74% .

Q

Tap Lock screen
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< Lock screen Q
creen lock type
one
E—
Lock screen Widgets
Tap screen lock type
Always On Displa &
Tap toihow R - Enter pattern
Roaming clock . @
About Lock screen
Looking for something else?
Face recognition
Fingerprints
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5:48 © N =Rl 14%

< Screen lock type

PIN

Medium-high security

Password
High security

Pattern
Medium security, Current lock type

Swipe

No security

Biometrics

Face ()

Registered

Tap None

Fingerprints ()

Registered
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9:05am. O
Swipe down
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Settings Q

6 Connections
Wi-Fi « Bluetooth + Flight mode

Connected devices
Quick Share = Samsung DeX - Android Auto

Modes and Routines
Modes - Routines I

Sounds and vibration

Sound mode + Ringtone

Notifications
Status bar « Do not disturb

0 6 O

Display

Brightness - Eye comfort shield « Navigation bar

Wallpaper and style

Wallpapers * Colour palette

Themes
Themes - Wallpapers - Icons

Home screen
Layout + App icon badges

Lock screen
Screen lock type » Always On Display

©
&
A
6

Swipe up for more options
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Settings Q

Modes and Routines
Modes * Routines

Sounds and vibration
Sound mode - Ringtone

Notifications
Status bar + Do not disturb

Display

Brightness * Eye comfort shield « Navigation bar

g Wallpaper and style

Wallpapers + Colour palette

Tap Security and privacy

Themes
Themes - Wallpapers - Icons

Home screen
Layout « App icon badges

Lock screen
Screen lock type + Always On Display

Security and privacy
ics * Permissio er

Location
Location requests

Q Safety and emergency

Medical info « Wireless emergency alerts
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< Security and privacy Q
[E‘] Lock screen v
@ Accounts
(@  Find My Mobile v
86  App security v
Updates v
@ Privacy >
ceeun Tap Biometrics
ecurity
Samsung Pass
Use biometric authentication to verify your identity easily and
securely.
Secure Folder
Secure Wi-Fi
Private Share
Share files privately, prevent recipients from resharing, and set
expiration dates.
Samsung Blockchain Keystore
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<{ Biometrics

Face recognition
Register your face.

Fingerprints
Add your fingerprints.

Show unlock transition effect

About unlocking with biometrics

Tap Fingerprints

Enter your security method
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Q

Fingerprints

A quick and easy way to unlock your phone and verify
yourself in apps. Your fingerprint data is secured by Knox.

+ Make sure that you don't use a screen cover while
registering fingerprints.

« Thick protective film can affect performance. If you Tap Continue
use a screen protector, check to make sure it's labeled
as compatible with the on-screen fingerprint sensor.
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To get the best scan, press with the pad of your finger
inside the circle, then lift it when the circle is fully
highlighted. Repeat until you reach 100%.

Note that the location of the circle will move a little each Tap Register
time.

Register
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Press your finger inside the circle. Lift it
when the circle is fully highlighted, then press
again.

Press and lift finger in circle
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Fingerprint added

Add another?

100+

Repeat until 100%
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Fingerprint added

Add another?

] OO o Tap Done
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Use fingerprint recognition
<
Press side button
Image from: https://www.binglee.com.au/products/samsung-
galaxy-s21-fe-128gb-graphite-sm-g990ezaaats
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YES OPTUS
Place finger on [
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@ 19°
@ Kalinga
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Phone will unlock
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Set up face recognition
o Nl 75%m
@ 19°
@ Kalinga
9:05a.m. O
Swipe down
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Tap settings
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2:23

Settings

Connections
Wi-Fi « Bluetooth + Flight mode

Connected devices
Quick Share - Samsung DeX - Android Auto

Modes and Routines
Modes - Routines I

Sounds and vibration D

Sound mode + Ringtone

Notifications
Do not disturb

0 6 © O

Status bar -«

Display
Brightness -

Eye comfort shield + Navigation bar

Wallpaper and style

Wallpapers * Colour palette

Themes

Themes - Wallpapers - Icons

Home screen
Layout *+ App icon badges

Lock screen

Screen lock type *

© © 0 ©

Always On Display

PRV [ M

[ o WU ¥ S

o BN =R 41%8E

Q

Swipe up for more options
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Settings Q

@ Modes and Routines

Modes + Routines

m Sounds and vibration

Sound mode - Ringtone

@ Notifications

Status bar + Do not disturb

Display

Brightness * Eye comfort shield « Navigation bar

Wallpaper and style

Wallpapers + Colour palette

Themes
Themes - Wallpapers + Icons

Home screen
Layout + App icon badges

Lock screen
Screen lock type + Always On Display

ecurity and privacy
SQuetrics + Permissigps

Location
Location requests

O 0O 0 0 6 0 O

Safety and emergency
Medical info « Wireless emergency alerts

Tap Security and privacy
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< Security and privacy Q

(E‘] Lock screen v
@ Accounts

(@  Find My Mobile v
oo App security v

Updates v

N

@ Privacy

Tap Biometrics

Security

Biometrics

Samsung Pass

Use biometric authentication to verify your identity easily and
securely.

Secure Folder

Secure Wi-Fi

Private Share

Share files privately, prevent recipients from resharing, and set
expiration dates.

Samsung Blockchain Keystore
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5:55 o N L 14%
<{ Biometrics

Face recognition
Register your face.

Fingerprints
Add your fingerprints.

Show unlock transition effec

About unlocking with biometrics

Tap face recognition

Enter security method
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Face recognition

A convenient way to unlock your phone and verify yourself
in apps. Your face data is secured by Knox.

More about face recognition 4

Tap Continue

+ Face recognition is considered less secure than other
lock types because there is some possibility that
someone who looks like you or who uses an image of
your face could unlock your phone.

* Make sure your face is clearly visible during
registration. Don't wear a mask, sunglasses, or a hat
that covers your face.

+ Keep in mind that face recognition might not recognize
you if there are major changes to your appearance,
such as heavy makeup, facial hair changes, or glasses.
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Hold phone 20 centimeters away from
face

Position face inside the circle

Image from: https://www.samsung.com/africa_en/support/mobile-devices/how-
do-i-use-face-recognition-to-unlock-my-galaxy-s9s9/
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Use Facial Recognition
<
Press side button
Image from: https://www.binglee.com.au/products/samsung-
galaxy-s21-fe-128gb-graphite-sm-g990ezaaats
L] 0473 643 237 £} Techhub@ug.edu.au |3 shrs.uq.edu.au/qarc/techhub Page 63 of 83

TechHub v1 November 2024 Participating research centre of the STARS Education and Research Alliance


http://shrs.uq.edu.au/qarc/techhub

&,

Queensland
Aphasia
Research
Centre

Gt ready 1o unkock your phone by showing
your face

mobile-device/

P

ey

Image from: https://www.samsung.com/sg/support/mobile-

CONTINUE

devices/how-to-use-face-recognition-to-unlock-samsung-

Hold phone in front of face
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o N 75%E
@ 19°
@ Kalinga
9:05am. O
Phone will unlock
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Turn off Fingerprint
o Nl 75%m
@& 19°
@ Kalinga
9:05a.m. G
Swipe down
Q 0473 643 237 & Techhub@ugq.edu.au R shrs.ug.edu.au/garc/techhub Page 66 of 83

TechHub v1 November 2024 Participating research centre of the STARS Education and Research Alliance


http://shrs.uq.edu.au/qarc/techhub

@ Queensland
Aphasia

Research
Centre
Tap settings
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2:23

Settings

Connections
Wi-Fi « Bluetooth + Flight mode

Connected devices
Quick Share - Samsung DeX - Android Auto

Modes and Routines
Modes -

Routines
Sounds and vibration I

Sound mode + Ringtone

Notifications
Do not disturb

0 6 © O

Status bar -«

Display
Brightness -

Eye comfort shield + Navigation bar

Wallpaper and style

Wallpapers * Colour palette

Themes

Themes - Wallpapers - Icons

Home screen
Layout *+ App icon badges

Lock screen

Screen lock type *

© © 0 ©

Always On Display

PRV [ M

[ o WU ¥ S

o BN =R 41%8E

Q

Swipe up for more options
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Settings Q

@ Modes and Routines

Modes + Routines

m Sounds and vibration

Sound mode - Ringtone

@ Notifications

Status bar + Do not disturb

Display

Brightness * Eye comfort shield « Navigation bar

Wallpaper and style

Wallpapers + Colour palette

Tap Security and privacy

Themes
Themes - Wallpapers + Icons

Home screen
Layout + App icon badges

Lock screen
Screen lock type + Always On Display

Location
Location requests

O 0O 0 0 6 0 O

Safety and emergency
Medical info « Wireless emergency alerts
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2:29 @ © R Nl 40%8
< Security and privacy Q

(E‘] Lock screen v
@ Accounts

(@  Find My Mobile v
oo App security v

Updates v

N

@ Privacy

Security

Biometrics

Samsung Pass

Use biometric authentication to verify your identity easily and
securely.

Secure Folder

Secure Wi-Fi

Private Share

Share files privately, prevent recipients from resharing, and set
expiration dates.

Samsung Blockchain Keystore

Tap Biometrics
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< Biometrics
Face recognition
Face registered
Fingerprints
Added 1 fingerprint
Show unlock transition effect
About unlocking with biometrics
Tap fingerprints
Enter security method
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230 M © B N =l 40%E

< Fingerprints

Fingerprint 1

Add fingerprint +

Check added fingerprints

P

Fingerprint unlock

Fingerprint always on

Scan your fingerprint even when the screen is off. -

Show icon when screen is off
On Always On Display

About fingerprints

Looking for something else?

Samsung Pass

Samsung Wallet

Tap fingerprint 1(one)

Show animation when unlocking «)
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< Edit ( Remove >

Rename

Fingerprint 1

Tap remove
Cancel
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Tap remove
Remove fingerprint?
Features that use fingerprints will be turned off.
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Turn off Facial Recognition
o Nl 75%m
@& 19°
@ Kalinga
9:05a.m. G
Swipe down
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Tap settings
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2:23

Settings

Connections
Wi-Fi « Bluetooth + Flight mode

Connected devices
Quick Share - Samsung DeX - Android Auto

Modes and Routines
Modes * Routines I

Sounds and vibration

Sound mode + Ringtone

Notifications
Do not disturb

0 6 © O

Status bar -«

Display
Brightness -

Eye comfort shield + Navigation bar

Wallpaper and style

Wallpapers * Colour palette

Themes

Themes - Wallpapers - Icons

Home screen
Layout *+ App icon badges

Lock screen

Screen lock type *

© © 0 ©

Always On Display

PRV [ M

[ o WU ¥ S

o BN =R 41%8E

Q

Swipe up for more options
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Settings Q

@ Modes and Routines

Modes + Routines

m Sounds and vibration

Sound mode - Ringtone

@ Notifications

Status bar + Do not disturb

Display

Brightness * Eye comfort shield « Navigation bar

Wallpaper and style

Wallpapers + Colour palette

Themes
Themes - Wallpapers + Icons

Home screen
Layout + App icon badges

Lock screen
Screen lock type + Always On Display

ecurity and privacy
Bwgetrics + Permissigps#fa

Location
Location requests

O 0O 0 0 6 0 O

Safety and emergency
Medical info « Wireless emergency alerts

Tap Security and privacy
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< Security and privacy Q

(E‘] Lock screen v
@ Accounts

(@  Find My Mobile v
oo App security v

Updates v

N

@ Privacy

Security

Biometrics

Samsung Pass

Use biometric authentication to verify your identity easily and
securely.

Secure Folder

Secure Wi-Fi

Private Share

Share files privately, prevent recipients from resharing, and set
expiration dates.

Samsung Blockchain Keystore

Tap Biometrics
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< Biometrics
Face recognition
ace registered
Fingerprints
Added 1 fingerprint
Show unlock transition effect
About unlocking with biometrics
Tap face recognition
Enter security method
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6:14 N E R

< Face recognition

Remove face data

Add alternative appearance to enhance
recognition

Face unlock

Stay on Lock screen until swipe

When you unlock with face recognition, you'll stay on
the Lock screen until you swipe. Turn this off to go
directly to the last screen you were using.

Require open eyes
For added security, only recognize your face when
your eyes are open.

Brighten screen

Increase screen brightness temporarily so your face
can be recognized in the dark.

About face recognition

Looking for something else?

Samsung Pass

12%

Tap remove face data
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Tap remove
Remove face data?
Features that use face recognition will be turned off.
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Glossary
App: a program that does a specific task
Face recognition: a feature that recognises your face to unlock your phone
Fingerprint sensor: a scanner on the back of your phone
Fingerprint: a feature that uses your fingerprint to unlock your phone
Password: a feature that uses a code to unlock your phone
Pattern: a feature that uses a puzzle to unlock your phone
PIN: a personal identification number used to unlock your phone

Security method: how you secure your phone. This can be your pin, password, or

pattern
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